B thE NUMBERS

A CLOSER LOOK: RANSOMWARE STATISTICS 2016 — 2017

RANSOMWARE EMAILS

SPIKED 6,000%

A study by IBM Security
found that the number
of ransomware-infected
emails increased 6,000
percent compared to
2015. Attackers are
trying harder to infect
users’ computers right
through their inboxes.
These emails generally
have attachments dis-
guised as invoices, state-
ments, spreadsheets,

faxes or personal notes.
Source: IBM via CNBC

40% OF ALL SPAM EMAIL

HAD RANSOMWARE

The same IBM study
found that almost 40
percent of all spam
messages in 2016 con-
tained ransomware.
That’s nearly one out

of every two spam
emails infected with

a ransomware virus
that, if executed, could
encrypt all data on the
computer in a matter of
seconds — as well as data
on any shared drives or
other computers on the

network.
Source: IBM via CNBC

INFECTIONS HIT 56,000 IN A

SINGLE MONTH

In 2015, the rate of
ransomware infections
fluctuated between
23,000 and 35,000 per
month. These numbers
ballooned to 56,000 in
March 2016.
Cybersecurity leader

Symantec attributed the
spike to the arrival of
Locky - a specific form
of ransomware virus

that is now the most
common type of infec-
tion. Locky is typically
hidden in Microsoft
Word files and execut-
ed through the use of

macros.
Source: Symantec via Barkly

ATTACKS EXPECTED TO
DOUBLE IN 2017

The risk assessment
experts at Beazley
looked at nearly 2,000
separate data breeches
across a wide range of
companies. Their study
concluded that, despite
the staggering increase
in attacks from 2015

to 2016, infections are
projected to continue
rising.

Source: Beazley via

SC Magazine
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